Urban metro alleviates traffic pressure and also faces safety management problems. The metro AFC (Automatic Fare Collection System) records the OD (Origin-Destination) data of passengers' daily trips. Many researches often neglect the pretreatment of data cleaning based on smart card data. Anomaly OD records also reflect the safety problems. How to use OD to identify anomalous data and passengers' anomalous behavior is a research hotspot of metro big data. OD data of Nanjing metro were analyzed, and standard data cleaning processes were proposed including inbound records until the day before yesterday, inbound records of next days, negative records and overtime records. Then, using the data after cleaning, we analyze long-time records, short-time records, inbound and outbound records between the same stations, the swiping card records of more times, and carry out analysis. One day is chosen as an example to illustrate the analysis process, and then the OD records of several days are compared to summarize the classification of OD anomalies. Through analysis, OD anomalies can be classified into two categories: system anomalies and passenger behavior anomalies. System anomalies can be eliminated by upgrading. Abnormal passenger behavior reflects some potential safety problems. This research can effectively identify the abnormal behavior of passengers by tracking and comparing the appearing frequency of passenger cards. OD anomaly classification can be further refined, so that it has more practical value, can improve the level of metro safety management.
I. INTRODUCTION
With the growth of urban population and the expansion of urban scale, the public transportation system also presents a more complex state. The use of public transport smart cards has accumulated a large number of passenger usage data. Big traffic data of smart card provides the possibility of analyzing passengers' travel behavior, including the identity of the traveler, the name of the inbound and outbound stations the time, among which the origin-destination is referred to as OD. Through the analysis of passenger OD data, we can get the passenger's travel rules.
As an important part of urban public transportation system, metro plays an important role in urban traffic. Safety management of metro is a necessary prerequisite to ensure passenger safety. The AFC system (Automatic Fare Collection System) The associate editor coordinating the review of this manuscript and approving it for publication was Kuan Zhang. used in metro can record the swiping data of public transportation smart card. Abnormal OD can be identified by extracting passenger OD data and analyzing it. These abnormal OD records reflect abnormal equipment and passenger behavior. By classifying abnormal OD and putting forward corresponding measures, the level of metro safety management can be improved. As a big city in China, Nanjing has opened some metro lines, and the traffic data is considerable, which is of typical significance.
Smart cards have been widely used in the public transportation system. The big data generated by smart cards can be used for the correlation analysis of public transportation lines. Moon H used Seoul smart card data to measure the traffic convenience of each region by considering the actual experience of passengers in the travel network [1] . Kim J used Seoul's bus smart card data to introduce a sticky index to quantify the user's preference range, and to measure the degree of habitual behavior of individuals and bus routes [2] .
Li J proposed a framework for extracting potential paths from smart card data. Taking Beijing as an example, spatial clustering algorithm was used to provide a basis for customizing bus routes [3] . Lee E H used the data of Seoul's bus smart card to evaluate the transfer efficiency of bus and subway transfer stations and put forward improvement strategies. The results show that the evaluation results of DEA model for transfer efficiency are reasonable [4] .
OD data reflect the spatial and temporal regularity of passenger travel. Eom J K put forward the management strategy based on the data of smart card of Seoul metro and the OD demand of passengers [5] . Based on OD data of different periods of a day, Ji Y carried out an empirical study on the operation of bus routes by using iteration method [6] . Bauer D proposed a statistical model to evaluate the impact of traffic flow on OD using taxi data [7] . Zhang L uses OD traffic data to compare the impact of traditional methods and geographically weighted modeling methods on OD analysis [8] .
The source of OD data is not limited to smart card data, and other positioning sensors can also achieve the function of collecting data. Lu Z proposed a method of dynamic OD estimation based on multi-source sensor data, analyzed the dynamic characteristics of OD flow with time, and applied it in the actual traffic network of Kunshan city [9] . Ji Y uses Wi-Fi sensors to collect OD traffic data. Through the evaluation of an operating bus line, Ji Y analyses the passenger demand information of bus line level [10] .
Through the smart card data of subway passengers, the commuting and working places of passengers can be identified, and the functional structure of the city can be studied. Ha J used different years of subway smart card data from Seoul to identify work and non-work trips to study changes in urban activity and spatial structure [11] . Zhou Y classified and explored the functions of metro station area according to the smart card data of Wuhan metro system and passenger travel data [12] . Wang Y and others extracted travel information based on smart card data of Shanghai metro to simulate the location selection of activities after work, including commuting distance, family and workplace characteristics [13] . Wang Z analyzed the relationship between travel patterns and urban functional structure based on metro passenger travel data in Beijing, Shenzhen and London [14] .
The analysis of metro passengers' travel behavior includes the study of travel mode, transfer and passenger flow distribution. Based on the data of metro smart cards in Seoul, Kim K proposed a clustering analysis method to find the passenger's movement patterns and make quantitative evaluation [15] . Zhao J developed a probability model based on the smart card data of Shenzhen metro to estimate how passenger flows are allocated to different routes and trains from empirical analysis [16] . Zhang Y combined the smart card data of Guangzhou metro, proposed a new combination algorithm to evaluate the route choice of subway passengers [17] . Using smart card data, Wang Z deduced the transfer time from the time of getting off the bus station and the time of getting on the subway station. They divided the urban subway stations into groups according to the transfer characteristics and distinguished the stations with bad connection to the bus line [18] .
The identification of passengers' abnormal behavior is the premise of safety management in traffic management system. Pang L used GPS data of taxis in Beijing to monitor the occurrence of sudden traffic behavior in Beijing metropolitan area, which can accurately and quickly detect abnormal behavior [19] . Wang X explored the classification and impact of passenger behavior and its relationship with incident participation, revealing three factors, which may help to understand passenger behavior and promote safe operation [20] . By focusing on the theory of planned behavior, Wan X tested the potential motivation of metro passengers' dangerous mode with several predictive variables to reduce the risk [21] . Du B identified the thieves with abnormal travel behavior according to passenger's travel characteristics using public system traffic data. The experimental results show the effectiveness of the method [22] . Zhao J investigated the individual travel mode, designed a travel mode retrieval method based on smart card data, studied the passenger travel distribution mode, and found out the abnormal passengers according to the experience knowledge [23] .
Nanjing metro is in the process of rapid development, and its structure and performance are constantly changing. Wei Y established the supernetwork model of Nanjing metro and analyzed its performance [24] . Yu W used complex network method to analyze the space-time evolution of Nanjing metro [25] . Yu W established a complex network model of Nanjing metro, simulated different attack modes, and analyzed its robustness [26] .
Many of these previous researches are based on smart card data or OD records to study the changing law of subway passenger flow, but often neglect the pretreatment of smart card data cleaning. Many of the anomalies in these OD records are not within the scope of statistics and analysis. In general OD analysis, standard OD data cleaning process should be added. On the other hand, abnormal OD records also reflect the abnormal operation of equipment and the abnormal behavior of passengers, which are of great research value.
Nanjing metro also accumulates big data of smart cards, which can be used for passenger flow analysis. Fu X used the smart card data of Nanjing metro system to study the changes of passenger flow and travel time after the new metro line opened in 2017 [27] . Li J assessed the impact of weather conditions on metro passenger flow fluctuation based on the passenger flow data of Nanjing metro, which is helpful for metro operators to increase meteorological effects in passenger volume prediction [28] . Zhao D used association rule algorithm and clustering analysis method to identify the busiest transfer points by using Nanjing smart card data, and obtained the average transfer time [29] . Figure 1 shows the route map of Nanjing Metro in February 2017. As of February 2017, Nanjing metro has VOLUME 7, 2019 Table 1 shows the opening sequence and performance of Nanjing metro in 2017. From 2005 to February 2017, Nanjing metro opened a total of 7 metro lines. No.1 opened in 2005, a total of 16 stations, and then opened the South Extension Line in 2010 with 11 stations. Except No.10, the length of metro lines is more than 30 kilometers. The main line connects the central area of Nanjing, while the extension line connects the remote suburbs.
II. SITUATION AND DATA SOURCE OF NANJING METRO A. DATA SOURCE OF SWIPING CARD IN NANJING METRO
The swiping card data of Nanjing metro comes from AFC. AFC system realizes the automatic processing of the whole process of ticket selling, ticket checking, billing, charging, statistics, sorting and management of Nanjing metro. AFC is mainly composed of four parts: line central AFC system, station AFC system, terminal equipment and ticket.
The terminal equipment includes on-site equipment such as ticket gate machine, ticket vending machine, ticket system, automatic recharging machine and automatic ticket checking machine. At present, AFC system is widely used in metro stations of Beijing, Shanghai, Guangzhou, Tianjin, Shenzhen and Nanjing.
Nanjing metro tickets are divided into two categories: one-way tickets and IC cards. One-way tickets can be regarded as a temporary but recyclable smart card. One-way tickets are available to all passengers only on the day of the sale, and are limited to the station. When passengers leave the gate, the one-way ticket is collected by the outbound gate machine and cannot be lost. Passengers who hold tickets for more than the prescribed distance or time are required to make up their tickets to leave the station. IC card is issued by Nanjing IC Card Company of Public Utilities. It is suitable for bus, taxi, ferry and subway applications in Nanjing.
According to the Nanjing National Economic Development and Statistics Bulletin of 2016 issued by Nanjing Statistical Bureau, by the end of 2016, the permanent population of the city will be 8.27 million, an increase of 34.1 thousand over the end of last year. Among them, 6.78 million people live in cities and towns, accounting for 82% of the total population. Nanjing needs subway to relieve the huge traffic pressure. With the opening of more metro lines, a mature metro network has gradually formed, and OD data has also been generated because of residents' travel. Through the analysis of OD data, we can understand the characteristics of residents 'travel. The AFC system of Nanjing metro produces about one million swiping card records every day.
B. DATA CLEANING AND ANALYSIS PROCESS OF NANJING METRO
The OD data of Nanjing metro used are from the swiping card data of relevant traffic management departments. The big data is generated by AFC system, including card number, card type, station, inbound and outbound time data, etc. The time precision of the data is seconds. In order to facilitate analysis, the time data is simplified to minutes. The time data is processed to remove the data after the decimal point. To analyze the OD data of Nanjing metro, it is necessary to identify the data that do not meet the requirements and clean the data before proceeding to the next step of analysis and processing. For passenger OD anomaly detection, there are two parts, one is abnormal data, and the other is abnormal behavior of passengers reflected in normal data.
After analyzing and comparing the multi-day smart card data of Nanjing metro, it is found that the occurrence of abnormal OD has a general rule. According to the classification of these abnormal ODs, a standard data cleaning process can be established. This process is suitable for the pre-processing of general OD analysis.
In order to illustrate the analysis process, February 20, 2017 is chosen as a representative day, the date is Monday, and the weather is good.
Step 1: Select the data of a certain day, and filter the records of inbound records of days before yesterday, inbound records of next day, the records with negative time taken and overtime records. After cleaning the data that do not meet the requirements, the OD records of subway passengers are pure.
Step 2: Select the data after cleaning, extract and analyze the long-term records, the short-term records, the inbound and outbound records at the same stations, and the more times of swiping cards.
Step 3: Select the data of more working days, make statistics and comparison of abnormal OD, summarize the problems and put forward suggestions.
Three steps are embodied in Chapter III, Chapter IV and Chapter V. The pictures in each chapter reflect the process of data analysis. Readers can intuitively see how anomalous data can be identified and the problems it reflects.
III. DATA CLEANING OF OD IN NANJING METRO
For the subway OD data of February 20, 2017, there are 1197147 records. Because some metro lines run late at night, there are data records across the early morning of next day. The normal recording time was late night on February 19, all day on February 20, and early morning on February 21, 2017. The inbound records before February 19 and after February 20 belong to the scope of being cleaned. In addition, the operating error records with negative time taken and more than 300 minutes of detention records are beyond the scope of normal management.
A. INBOUND RECORDS BEFORE YESTERDAY
In the first step of data cleaning, the records of those arrivals before February 19 and departures on February 20 are identified. There are 88 such records, 87 of which were recorded from January 1 to February 18, 2017, and one from November 2016. Figure 2 shows the frequency distribution of OD between stations until the day before yesterday, with a total of 88 records. Frequency represents the number of occurrences of anomalous OD records. Figure 2 is represented by scatter plots, in which the number of ordinate and abscissa coordinates represents 128 stations of Nanjing metro. The number of stations is from the station code of Nanjing metro system. The 128 stations of Nanjing metro have corresponding codes. When a new metro line is opened, the stations on the line are coded by AFC system to facilitate the recording and processing of smart card data. These codes are related to the order in which subway lines are opened. The later the line opens, the bigger the coding value of the new station.
The color of scatter points indicates the frequency of occurrence between stations within 24 hours of the day. The color is expressed in five levels: green, blue, yellow, orange and red. As can be seen from Figure 2 , most frequencies of OD are once. This indicates that such anomaly records are random. The scatter points are mostly concentrated on the diagonal line of Figure 2 , which indicates that passengers tend to process outbound records at the same station with inbound records. Figure 3 shows the date distribution of OD between stations until the day before yesterday, with a total of 88 abnormal records. Statistics show that abnormal OD records appear in 11 days. Figure 3 is represented by a three-dimensional pie chart, listing 11 days. The different colors of the pie chart indicate the proportion of OD in different days. As can be seen from Figure 3 , the proportion of February 1 is the highest, followed by February 14, and the other high are February 16 and February 15, which account for the vast majority of the data. February 1 is the fifth day of the New Year and February 14 is Valentine's Day. This may be due to the large passenger flow during the holidays, which results in passengers entering the station but not leaving the station normally.
B. INBOUND RECORDS OF NEXT DAY
In the second step of data cleaning, the inbound records after February 20 are identified. The late-night operation of the metro will result in the recording of the arrival records in the early morning of February 21, which is a data recording error. There are 28 records. Figure 4 shows the time distribution of OD of next day. The OD time difference is represented by a bar chart. The gray bar chart represents the arrival time. And the red bar chart represents the departure time. OD records start at 0:00 on February 21 and the time points are rounded in minutes. If there is any remainder after the decimal point, it will be removed directly. There are 24 hours or 1440 minutes in a day. As can be seen from the figure, these OD records are concentrated in the morning of the next day, the shortest is only a few minutes, the longest is not more than 120 minutes, that is, no more than 2:00 on February 21. This type of data is an error record.
C. RECORDS WITH NEGATIVE TIME TAKEN
In the third step of data cleaning, a record with a negative time taken is identified. This kind of record violates common sense. Figure 5 shows the frequency distribution of OD between stations with negative time taken. There are 8 abnormal records in total. Figure 5 is represented by scatter plots, in which the ordinates and abscissas represent 128 stations of Nanjing metro. The number of stations is from the station code of Nanjing metro system. The color of scattered points indicates the frequency of occurrence between stations within 24 hours of the day. Colors are expressed in six levels: green, blue, yellow, orange, red and black. It can be seen from the figure that eight records are distributed among three stations. The station-station code of 13-12 is 2, 13-13 is 5, and 13-14 is 1. According to the station code, 12 is xuanwumen, 13 is xinmofanmalu, 14 is nanjingzhan. All starting points are 13, which indicate that the AFC system of this station has errors in recording. Figure 6 shows the time distribution of OD between stations with negative time taken, with a total of 8 exception records. Figure 6 is represented by a three-dimensional pie chart, and three usage times are listed, including 4 in 4 times, 1 in 3 times and 3 in 1 times. These records are all in four minutes. Five of them are in and out of the same stations, which indicate that OD is prone to such errors in a short time. This means that the device takes less time to record errors. 
D. OVERTIME RECORDS
In the fourth step of data cleaning, the detained records of more than 300 minutes were identified. According to the VOLUME 7, 2019 regulations of Nanjing metro management department, passengers stay in the metro network for no more than 300 minutes, otherwise they will be treated as detention, and smart cards will be locked and can no longer be used. Smart cards can only be reused after the outbound records have been reprocessed and the transportation expenses have been paid. A total of 1242 such detention records were recorded. After data cleaning, there are 1195781 records. After these four cleaning steps, the data is pure, which can be analyzed in the next step. Figure 7 shows the time probability distribution of OD between stations over 300 minutes, and the proportion of time spent is represented by a color bar chart. The different colors of a bar chart are intended to facilitate the display of different data without any other meanings. A total of 1242 records were recorded. The time points are rounded in minutes. If there is a remainder after the decimal point, it will be removed directly. As can be seen from Figure 7 , OD takes about 300 minutes at the shortest and 2500 minutes at the longest. According to the calculation of 1440 minutes per day, more than this number can be determined as a record of outbound processing after that day. Figure 7 shows that many people choose to process detention records in the same day. Figure 8 shows the frequency distribution of OD between stations over 300 minutes, a total of 1242 abnormal records. Figure 8 is represented by scatter plots, in which the ordinates and abscissas represent 128 stations of Nanjing metro. The number of stations is from the station code of Nanjing metro system. The different colors of scatters indicate the different frequencies that occur between stations within 24 hours of the day. It can be seen from Figure 8 that these records are mainly recorded once, except for diagonal lines, they are distributed evenly in other areas. OD with high frequency is mainly concentrated on the diagonal line, ranging from 1 time to more than 53 times. OD data on the diagonal line means that passengers enter and exit at the same stations. Although these passengers stay in the subway station for a long time, they only need to pay the lowest cost of the ride. These passengers who stay in the metro network for a long time take advantage of the loopholes in the metro management rules and are likely to engage in marketing activities or other illegal activities in the metro.
IV. OD ANOMALY RECOGNITION AFTER DATA CLEANING
After the above data cleaning process, a total of 1195781 clean records are in line with the normal requirements of the Nanjing metro management department. In these records, there are still records about abnormal passenger behavior, which needs to be identified by other means. These abnormal OD can reflect into the behaviors of using longer time, using shorter time, entering and leaving at the same stations, swiping cards frequently.
A. LONG-TERM BEHAVIOR
According to the regulations of the metro management department, the OD of passengers within 0-300 minutes is in line with the requirements. However, according to the timeconsuming statistics of OD in the range of 0-300 minutes, a more accurate and reasonable time range can be found. Figure 9 shows the time probability distribution of OD between stations after data cleaning, and the proportion of time spent is represented by a color bar chart. The different colors of a bar chart are intended to facilitate the display of different data without any other meanings. The time points are rounded in minutes. If there is a remainder after the decimal point, it will be removed directly.
According to statistics, the minimum is 0 minutes, the maximum is 300 minutes, and the average is 28.37 minutes. As can be seen from Figure 9 , OD records are concentrated in 0-120 minutes, showing an asymmetric distribution of peaks. From 0 minutes, OD records rise to about 3% peaks, and then begin to decline. There were very few records between 120 minutes and 300 minutes, namely 1786. Compared with the total number of records, these OD records occupy a relatively small proportion and can be regarded as abnormal behavior with a long time.
B. SHORT-TERM BEHAVIOR
In addition to the abnormal behavior that takes longer time, there is abnormal behavior that takes shorter time. For Nanjing metro Line, the shortest time for metro running between adjacent stations is about 2 minute. If added the time for passengers to enter and leave the station, the shortest time for an OD record is about 3 minutes. Generally speaking, there are few actual taking behaviors in this time zone. For 1195781 pure records, OD records in 0-3 minutes are extracted. Considering the rectification of minute units, the actual time is less than 4 minutes, totaling 4223 records. Figure 10 shows the frequency distribution of OD between stations after data cleaning, with a total of 4223 abnormal records. Figure 10 is represented by scatter plots, in which the ordinates and abscissas represent 128 stations of Nanjing metro. The different colors of scatters indicate the different frequencies that occur between stations within 24 hours of the day. As can be seen from Figure 10 , these records are mainly recorded once, except for diagonal lines, they are rarely distributed in other areas. OD with high frequency is mainly concentrated on the diagonal line, ranging from one time to more than 300 times. OD on the diagonal line means that passengers enter and leave at the same stations, because it takes less time. It can be understood that most of them are inbound errors. They stay for a few minutes and then re-leave the station. There is no actual taking behavior. Figure 11 shows the time distribution of OD between stations after data cleaning, with a total of 4223 abnormal records. Figure 11 is represented by three-dimensional scatter plots, where X-axis coordinates and Y-axis coordinates represent 128 stations of Nanjing metro, and Z-axis coordinates represent the time spent in minutes. The number of stations is from the station code of Nanjing metro system. The different colors of scatters indicate the different time taken of OD. The time range shown is within 0-3 minutes. As can be seen from Figure 11 , the OD within 0-2 minutes is all between the same stations. In more than 2 minutes, the OD between different stations began to appear. According to statistics, there are 3215 OD records between the same stations in 0-3 minutes, accounting for about 76%.
C. INBOUND AND OUTBOUND BEHAVIOR AT THE SAME STATION
The inbound and outbound behavior at the same station includes OD records of all the same stations within 0-300 minutes, totaling 8178 records. One is the 0-3 min behavior mentioned above, and this is the act of leaving without actually taking a ride. The other is the behavior within 4-300 minutes. It is difficult to identify whether the actual ride has taken place. It can only be inferred that most of the passengers have taken the subway. Figure 12 shows the OD frequency distribution between the same stations after data cleaning. There are 8178 abnormal records. Figure 12 is represented by scatter plots, in which the abscissa represents 128 stations and the ordinate represents the frequency of OD between the same stations within 24 hours. It can be seen from Figure 12 that these records are distributed evenly among other stations except a few stations, and the frequency is concentrated between 0-150 times. There are two other stations with high OD frequency, the highest is nanjingzhan with code No.14, 563 times. The second one is xinjiekou with code NO.9, 375 times.
These are also two special stations. Nanjingzhan is the intersection of metro NO.1 and No.3. Passengers are prone to make inbound errors. Nanjingzhan also connects the South Square and North Square of Nanjing railway station. Some passengers on the train regard the subway station as a passageway between the two squares. As the most important city center and commercial center in Nanjing, xinjiekou has a large number of imports and exports, connecting the underground parts of different shopping malls. Some passengers may inadvertently enter the station incorrectly. Others may regard the station as the connecting channel of the shopping mall. Figure 13 shows the time distribution of OD between the same stations after data cleaning, with a total of 8178 abnormal records. Figure 13 is represented by scatter plots, in which the abscissa coordinates represent 128 stations, and the ordinate coordinates represent the time spent, in minutes. From Figure 13 , it can be seen that inbound and outbound behavior in the same station concentrated in 0-120 minutes. The distribution of other time zones is sparse. Records 
D. MORE TIMES OF SWIPING CARDS
Among the 1195781 pure records after data cleaning, there are still abnormal behaviors with more swiping cards. According to statistics, there are 674460 card numbers for these OD records. This shows that the average frequency of using smart cards by Nanjing metro passengers on February 20 is 1.77 times within the normal record range. Figure 14 shows the distribution of the number of OD swiping cards between stations after data cleaning. There are 1195781 records. Figure 14 is represented by pie charts, and different colors are used to indicate different times of card swiping. It can be seen from Figure 14 that 35.41%, 55.75% and 5.91% of the total number of cards were swiped one time, two times and three times, and the proportion of other times was very small. The largest number of passengers was twice, accounting for more than half of them, suggesting that these passengers may be commuting through the subway.
The highest number was 23. According to the general travel rules of passengers, OD more than eight times a day can be regarded as abnormal behavior.
V. SUMMARIZATION AND TREATMENT OF ABNORMAL BEHAVIOR OF MULTI-DAY DATA
In the third and fourth sections of this study, the data cleaning and analysis process of a working day, represented by February 20, 2017, is discussed. One day's OD record is difficult to reflect the abnormal behavior of passengers, and needs to be compared with other working days' data. Five working days in 2017 were chosen here, from February 20 to February 24, from Monday to Friday. The weather is normal. Table 2 shows the steps and results of data cleaning for five working days. Over the five working days, the total OD records fluctuated from 1.19 million to 1.4 million. The inbound records before yesterday ranged from 61 to 88. Inbound records for 2016 are available in three days. Inbound records of next days are from 22 to 40. It is clear that recording errors are not an exception. Records with negative duration ranged from 8 to 14, starting from 13, accounting for 13-13, 13-12, 13-14, of which 13-13 occupied the majority. It can be seen that there is a time record error on Station No.13, xinmofanmalu. Records of more than 300 minutes ranged from 1242 to 1329, with little fluctuation. Table 3 shows OD anomaly analysis after data cleaning for five working days. In five working days after data cleaning, the total number of OD records ranged from 1.19 million to 1.4 million, and the number of card numbers ranged from 640,000 to 790,000. The overall proportion of cleaned data is still relatively small. The total number in 0-3 minutes ranged from 4033 to 4749, and OD records in 0-3 minutes ranged from 3097 to 3802. The OD records of the same station in 0-3 minutes occupy the majority. The OD of the same station in 0-300 minutes ranged from 7778 to 9629, and the number of swiping cards more than 8 times ranged from 92 to 112.
A. CLEANING AND ANALYSIS OF MULTI-DAY DATA

B. TRACKING THE FREQUENCY OF SMART CARD
Through the analysis of Tables 2 and Table 3 , it can be seen that the abnormal behavior in five days may be random, and further comparison is needed. If we try to determine the inevitability of passenger's abnormal behavior, the most effective way is to track the passenger's card number. Different card numbers correspond to different passengers. In the abnormal OD records of five working days, if the frequency of some examinations is very high, the abnormal behavior of these passengers can be determined. Table 4 shows OD anomaly frequency analysis after data cleaning for five working days. In the process of analysis, firstly, according to the OD records of each day, the data are processed uniquely, and duplicate OD data are filtered under various restrictions. Then, the frequency of occurrence in five days is counted. Because the inbound records before yesterday involve a long time and have a strong randomness of distribution, no comparison is made here.
In the inbound records of next day, 120 cards are recorded once, which occupies the majority. It can be seen that the error records have greater randomness. The OD record of next day is 12 cards for 2 times and 1 card for 3 times. It shows that these passengers have the habit of entering the station in the early morning. Among the negative records, 36 cards were used once, 7 cards were used twice and 2 cards were used three times. In addition to the timing problem at Station NO.13, these cards that have been used twice or more may also have problems themselves.
Over 300 minutes of OD records, 1231 cards were recorded once, within the normal range. For two or more times, from 34 to 1256 cards, it is abnormal that smart cards are locked frequently. There may be marketing or ticket evasion in the subway network. OD in and out of the same station in 0-3 minutes, is from 155 cards once to 9938 cards in 5 times. The cards with higher frequency may be regarded as taking the subway station as the passageway. The OD in and out of the same station in 4-300 minutes is 16418 cards once and the number of cards in two or more times ranges from 226 to 1014. These cards may exist in the marketing or ticket evasion in the subway network. OD swiping card more than 8 times, is from 261 cards once and from 6 cards to 57 cards more than 2 times. Passengers who frequently enter and leave subway stations may be engaged in express transportation through the subway. Table 5 shows anomaly OD induction and corresponding countermeasures. According to the previous analysis, OD anomalies can be divided into eight types, inbound behavior before yesterday, inbound behavior of next day, negative time taken, time taken more than 300 minutes or 120-300 minutes, in and out the same stations in 0-3 minutes or 4-300 minutes, and swiping card more than 8 times.
C. ANOMALY OD INDUCTION AND CORRESPONDING COUNTERMEASURES
Some of these OD anomalies are caused by AFC itself, such as recording wrong data in the early morning of the next day, or producing a record with negative time taken, which is reflected in OD data. It is also an anomalous behavior. Such exceptions can be repaired by upgrading the metro device itself.
Another kind of OD anomaly is caused by passengers' abnormal behavior, such as not leaving the station in time, staying for a long time, frequent use and so on. The reason may be that passengers intentionally evade tickets, carry out marketing in the subway station, or use the subway network for express activities. Dealing with such anomalies can create a comfortable driving environment for passengers by analyzing data records for several days, tracking and comparing these questionable card numbers, and timely controlling and punishing them.
VI. CONCLUSION
In this study, the OD data of Nanjing metro are analyzed. First of all, it is necessary to identify the data that do not meet the requirements and clean the data, including filtering the records of the inbound records before yesterday, the inbound records of next day, the records of the negative time taken and the records of more than 300 minutes. Secondly, using the data after cleaning, we analyze the records of long time, short time, in and out the same station, and more times of swiping card, and analyze them.
In order to illustrate the analysis process, this research first chooses a day as an example to analyze and visually express the analysis results of OD data with different graphics. Subsequently, five days in a week were selected for comparison, and the classification of OD anomalies was summarized. Through analysis, a kind of OD anomaly is generated by the system itself, such as the records of the next day's inbound records and the records of negative time taken. Such exceptions can be eliminated by system upgrades. Another kind of OD anomaly reflects the abnormal behavior of passengers, such as in and out the same station, short-term in and out, long-term detention, not leaving the station in time, too many times of swiping cards, etc.
This kind of OD reflects the potential safety hazards of passenger ticket evasion, marketing and express. This research can effectively identify the abnormal behavior of passengers by tracking and comparing the number of passenger cards. This research can be suitable for the study of metro smart card data. For other public transport modes, such as buses, the concept of anomalous OD identification can be used, but the specific process and parameters need to be changed.
There are still some shortcomings in the existing research. This study proposes a data cleaning and analysis process, and classifies OD anomalies. These classifications can be further refined to make them more useful. Data tracking of passengers, due to limited conditions, only used the data of five days. If there is more data, more satisfactory results can be obtained. Passenger OD data has great potential to be excavated, and anomaly recognition is only one aspect of it.
Using smart card data to count and classify abnormal OD can better identify abnormal passenger behavior and possible faults during subway operation. In general OD analysis, if the data cleaning process mentioned in this study is adopted, the accuracy of analysis can be improved and the research can be more convincing. Continuous in-depth study of OD data can not only improve the level of metro safety management, but also coordinate the development of metro and urban environment, economy, and play a greater role in urban planning.
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